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Quarter 1 Vulnerability Report

Summary
From 1st January 2026 to the 31st March 2026, a total of 193
vulnerabilities were identified, categorised by severity as follows:

Vulnerabilities by Type
Of these vulnerabilities 58 were associated with Web Applications, 46 were Azure,
and 32 were External Infrastructure.
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Top Testing Type: Web Application

Compared to the previous reporting
period which recorded 94
vulnerabilities, the current quarter
identified 58 vulnerabilities,
highlighting a continually high but
stable trend in Web application
vulnerabilities. Azure and External
Infrastructure vulnerabilities also
trend consistantly highly.

Continued investment in remediation
activities, secure development
practices, and regular security testing
continues to be vital important in
order to reduce overall risk and
improve resilience across the
assessed environments.

58 vulnerabilities: highlighting a
continually high trend in Web

Application vulnerabilities.
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Based on testing performed during the quarter, iSTORM observed several
recurring themes across client environments:

Outdated software continues to be one of the most common High severity
findings, reinforcing the importance of effective patch management processes.

Azure identity and access management remains an area where
organisations can improve through stronger governance, periodic access
reviews, and adherence to least-privilege principles.

Outdated third-party libraries continue to affect web applications,
highlighting the need for secure software supply chain management and
continuous dependency monitoring.

Web application security remains a primary area of focus, both in terms of
testing demand and the volume of vulnerabilities identified.

These trends align with observations from previous quarters and demonstrate
where organisations should continue to focus their security improvement
efforts.

 

Notable Trends & Recommendations
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Top Master Vulnerabilities
Of the vulnerabilities identified, the following were the most frequent or high-risk:

Software: Outdated Software                                                           High
Azure: User Access Issue                                                                   High
Web Applications: Outdated Third Party Libraries in Use           Medium

These recurring findings highlight common security challenges experienced across
organisations, particularly in relation to vulnerability management, identity and
access governance, and secure software maintenance.
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iSTORM remains committed to helping clients strengthen their
security posture by identifying vulnerabilities before they can be
exploited and by providing practical, risk-based recommendations
to support ongoing cyber resilience. to find out more, or how we
can help, get in touch today. 

Want to know more?
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For more information about how iSTORM can support
your organisation, contact us today.

Get in Touch
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How can we help?
As a boutique consultancy, our business is really about people. 
We work with you to understand, your business, and your
requirements. Our testing approach is driven by threat intelligence,
incorporating insights from global and industry-specific cyber
trends to ensure relevancy and accuracy in our assessments.

Threats are evolving rapidly, and staying ahead requires more than
just reactive measures. Our team can help you proactively identify,
assess, and mitigate risks before they impact your business.

Whether you're looking to strengthen your web
applications, secure your infrastructure, or gain insight
into emerging threats, we’re here to help.
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